CGU CYBER
DEFENCE
CLAIMS EXAMPLES

CGU Cyber Defence is designed to protect against a number of cyber exposures impacting businesses,
such as ‘first party’ direct costs to a business, e.g. costs to fix IT systems or restoration of customers’
data, and claims from ‘third parties’ such as breach of privacy, defamation or transmitting a virus.
Following are a number of examples of claims, losses, costs and expenses arising from a cyber incident,
that are covered by CGU Cyber Defence.
EMPLOYEE ERROR
(First Party & Third Party Claim)
EXAMPLE
A retailer emailed a group of customers to promote a
sale with special discounts available to them. The retailer
intended to attach a copy of the flyer detailing the
discounts but instead attached a copy of a spreadsheet
that contained a customer list, including customer names,
addresses and credit card information.
RESULT
The retailer was required to notify all affected customers
of the error and offered credit monitoring services.
Several of the affected individuals began legal proceedings
against the retailer. The notification and credit monitoring
costs totalled $50,000, and the amount to settle the legal
proceedings with the retailer’s customers combined with
the associated legal costs and expenses totalled $100,000.
CGU SOLUTION
CGU Cyber Defence Insurance Policy provides
coverage for breach of privacy which includes legal
costs, indemnification of third parties and crisis
management costs.

HACKER ATTACK
(First Party Claim)
EXAMPLE
A transport company discovered its servers had been
infiltrated by an unidentified third party, allowing the
third party to access files. This included accessing personal
identifiable information including credit card information.
Unauthorised and fraudulent transactions were made on
the transport company’s customers’ accounts in multiple
states and countries.
RESULT
The transport company was required to notify all affected
customers, their personal information had been compromised
and offered affected individuals credit monitoring
services. The transport company was also concerned
about the possible reputational damage they could suffer,
so a public relations expert was brought in to assist.

•

The breach resulted in costs and expenses of
approximately $100,000 to identify the affected
individuals, notify them, set up a call centre and
respond to customer enquiries.

•

Another $150,000 was incurred in legal costs and
expenses to determine reporting requirements and
respond to regulatory investigations into the privacy
breach. In addition $29,000 was spent on IT forensics
costs incurred to restore the data and stop the breach,
and a business income loss of $250,000 was also
suffered – totalling $529,000.

CGU SOLUTION
CGU Cyber Defence provides coverage for all elements
of the loss including customer notification costs,
establishment of call centre for customer support,
credit monitoring expenses, brand protection costs
and business interruption loss.

SYSTEM DAMAGE & BUSINESS INTERRUPTION
(First Party Claim)
EXAMPLE
A leading provider of Managed Services including IT
platform hosting, infrastructure and support services
to numerous customers, experienced a cyber attack
where malicious software was implanted and ‘masking
techniques’ were used on the company’s mainframe.
As a result, the company’s customer data was stolen.
RESULT
It cost over $2,100,000 to resolve the issue including
$1,200,000 incurred for data recovery and business
interruption loss.
CGU SOLUTION
CGU Cyber Defence provides coverage for the cost of
the data recovery and the loss of profits caused by
the business interruption.
Insurer
Insurance Australia Limited
ABN 11 000 016 722 AFSL 227681
trading as CGU Insurance.

COMPUTER CRIME (optional extension)
(First Party Claim)

BRAND PROTECTION
(First Party Claim)

EXAMPLE
A company accountant of a local manufacturing firm
received an email from her boss asking her to transfer
$120,000 to a supplier abroad. Because this was a
common type of request, she processed the payment
before realising that the tone of the email wasn’t right
and the domain name was a single letter off. Upon further
investigation, it was found that cyber thieves had infiltrated
their systems and grew knowledgeable enough about
company dealings to send a convincing phishing email
that lost the company thousands of dollars.

EXAMPLE
A leading software provider breached its obligations
to Australian customers when hackers broke into its
systems in 2013 and made off with loosely encrypted
passwords and credit card details. The Australian Privacy
Commissioner investigated the issue and ruled the
company failed to take ‘reasonable steps’ to protect
the personal information of 1.7 million Australians to
the level demanded by domestic privacy legislation.

RESULT
The company lost the $120,000 and incurred costs to
secure their IT system.

RESULT
The company engaged the services of a public relations
consultancy firm to limit the brand/reputation damage
associated with the findings.

CGU SOLUTION
CGU Cyber Defence provides coverage for the loss of
money caused by phishing scams and the costs to secure
IT systems.

CGU SOLUTION
CGU Cyber Defence provides coverage for the costs
associated with regulatory privacy investigations and
costs to engage a public relations firm to protect the
company brand.

MULTIMEDIA LIABILITY
(Third Party Claim)

EXTORTION
(First Party)

EXAMPLE
A hotel started a blog to convey information to customers
and the public. The blog page contained a logo/image
that was similar to a design that had been copyrighted
by another entity. That entity sent a letter demanding the
company remove the image. Negotiations between the
parties failed and the other entity began legal proceedings
against the hotel.

EXAMPLE
A small accounting firm’s client records were locked by
ransom software. The company was only able to get files
released after paying a ransom of $50,000 to hackers.

RESULT
The entity (plaintiff) demanded more than $5 million in
damages. Defence costs and expenses incurred so far
exceeds $1 million, and the case has not yet gone to trial,
so it’s expected these costs will increase.
CGU SOLUTION
CGU Cyber Defence provides coverage for breach of
copyright under the Multimedia Insuring Clause.

RESULT
The firm contacted law enforcement and working with law
enforcement, determined the payment should be made.
•

$150,000 was paid for business interruption loss,
the ransom demand ($50,000) plus consultants costs
to advise on handling and negotiating the ransom,
and the costs to restore the network as the hackers
refused to release the files despite the ransom payment.

CGU SOLUTION
CGU Cyber Defence provides coverage for the payment
of extortion monies and costs involved in negotiating,
mediating and crisis managing to end the security threat.

PRIVACY BREACHES, FINES & INVESTIGATIONS
(First Party & Third Party Claim)
EXAMPLE
An IT company misplaced multiple drives that contained
personal information for over one million customers.
It was unknown whether the drives were lost, stolen or
destroyed. The IT company was required to notify the
affected individuals, as well as the privacy regulator.
The regulator conducted an investigation into the incident
and fined the company for failing to have appropriate
safeguards in place to protect customer information.
RESULT
The company incurred legal fees of $1,000,000 in
connection with the regulatory investigation and defending
legal actions brought by affected customers and for the
costs and expenses in notifying customers their personal
information had been lost, stolen or destroyed. The company
was also fined $75,000 by the privacy regulator. The total
loss to the company exceeded $5,000,000.
CGU SOLUTION
This type of scenario triggers multiple Insuring Clauses
under the CGU Cyber Defence policy including privacy
fines and investigations.

In the event of a Cyber Claim or Loss contact
the CGU CYBER DEFENCE INCIDENT
RESPONSE TEAM on 1800 696 773 or email
CGUcyberclaims@nortonrosefulbright.com

CONTACT DETAILS
Enquiries
Claims

About Us

13 24 81
13 24 80

Mailing address
GPO Box 9902 in your capital city
Sydney
388 George Street
Sydney NSW 2000

Perth
46 Colin Street
West Perth WA 6005

Melbourne
181 William Street
Melbourne VIC 3000

Adelaide
80 Flinders Street
Adelaide SA 5000

Brisbane
189 Grey Street
South Bank QLD 4101

CGU has the knowledge and expertise to offer a
comprehensive range of commercial insurance
for a variety of business types and sizes. With
policies across business, property, liability, workers
compensation, farm insurance and professional
risks, we ensure business owners have the
confidence to grow their business.
CGU is one of Australia’s leading professional
risks insurers for over 27 years. Currently CGU
Professional Risks insures approximately 42,000
Australian businesses or individuals and over the
past 27 years we have:
•

underwritten over $1.5 billion in premium; and

•

managed over 42,000 claims for our policy
holders.

CGU.COM.AU

Looking for more information?
For further information about CGU Cyber Defence
Insurance Policy, please call your local Professional
Risks Underwriter or Business Relationship Manager.

Insurer
Insurance Australia Limited
ABN 11 000 016 722 AFSL 227681
trading as CGU Insurance.
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